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Backup & Disaster Recovery Basics

A Complete 10-Chapter Technical Support Course

Topics covered:
Backup types & the 3-2-1 rule - verifying a backup actually ran
Test restores as the only real proof - RTO & RPO in plain terms
Common restore failures - backups as a security target

Communicating honestly during a data-loss incident
Capstone: three fresh tickets — ransomware, a caught corruption, a genuine "no"

Exercises: 30 hands-on scenarios with worked solutions

Format: A4 - Dark-theme code examples

Backup & Disaster Recovery Basics - Page 1 of 34




09/08/2026, 03:46 Backup & Disaster Recovery Basics — Complete Course

Table of Contents

"We Have Backups" Isn't the Same as "We Can Recover"

Backup Types: Full, Incremental & Differential — What Each One Actually Trades Off

The 3-2-1 Rule, and Why a Backup Stored With What It Protects Doesn't Count

Verifying a Backup Actually Ran: Reading Job Logs Without Assuming Silence Means Success
Test Restores: The Only Real Proof a Backup Works

RTO & RPO in Plain Terms: Setting Recovery Expectations Before You Need Them

Common Restore Failures and Why They Happen

Backups Are a Target Too: Encryption, Access Control & Ransomware-Aware Retention
Communicating Honestly During a Data-Loss Incident

Capstone: Three Data-Loss Tickets, Start to Finish

Backup & Disaster Recovery Basics - Page 2 of 34




09/08/2026, 03:46 Backup & Disaster Recovery Basics — Complete Course

CHAPTER 1 OF 10

"We Have Backups'" Isn't the Same as "We Can Recover"

Chapter 1 - "We Have Backups" Isn't the Same as "We Can Recover"

Almost every organization has backup jobs configured somewhere. Far fewer have ever actually confirmed
those backups can restore real, usable data when it matters. This course exists in the gap between those two
facts — a gap that a shocking number of organizations only discover at the exact moment they can least

afford to: in the middle of an actual disaster.

What Every Prior Chapter in This Subject Quietly Assumed

Each Technical Support course so far has treated one thing as a given, related to whether the data itself is

intact. This course exists because that's the one thing none of them can actually promise:

COURSE WHAT IT QUIETLY ASSUMES

log1 The evidence trail exists and is trustworthy

netdiag1 Once a service is reachable, the data behind it is intact
perfdiag1 The system just needs tuning, not data recovery

appdiag1l The application’s own data store is intact, just misbehaving
incident1 Once identified, there's something recoverable to fix
remotel You can reach the system that needs fixing

secsupportl An attack gets caught before real data is actually lost

This course is specifically about the moment those assumptions all fail at once — data is genuinely gone,
through hardware failure, accidental deletion, ransomware, or corruption — and whether the backup everyone

has been trusting actually does what it's supposed to.

Not a Sysadmin-Build Course

Designing backup architecture — choosing storage backends, retention policies, replication topology — is a
real skill, but it isn't this course's own subject. This course is about the support-facing side: confirming a

backup actually ran, confirming it can genuinely be restored, understanding what a realistic recovery timeline
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actually looks like, and knowing what to tell a user honestly when data has been lost. Those are things a
support technician actually does, on a real ticket, regardless of who designed the backup system in the first

place.

The Central Claim of This Whole Course

A backup job reporting "success" confirms exactly one thing: data was copied somewhere. It confirms nothing
about whether that copy is complete, uncorrupted, or genuinely restorable into a working state. Those are
different claims, verified by different means — and only one of them, a real test restore, actually proves the

second.

THE ONE IDEA TO CARRY THROUGH THIS WHOLE COURSE

A green checkmark on a backup job tells you the job finished. It does not tell you the resulting data is usable. Chapter

5 covers the only thing that actually does.

What This Course Actually Covers

Understanding what's actually being backed up, and how (Chapters 2-3) — backup types and their real

tradeoffs, and the 3-2-1 rule for where copies genuinely need to live

Verifying a backup actually works (Chapters 4-5) — reading job logs without assuming silence means

success, and why only a real test restore counts as proof

Setting and reading recovery expectations, and diagnosing failures (Chapters 6-7) — RTO/RPO in

plain terms, and the common ways a restore actually fails

Protecting backups themselves, and communicating honestly when data is lost (Chapters 8-9) —

backups as a target in their own right, and what to actually tell a user during a real data-loss incident

A Ticket That Isn't Resolved Yet

A user reports a folder they need was accidentally deleted yesterday, and asks for it to be restored "from last
night's backup." Nothing about this ticket is resolved in this chapter — it's deliberately left open. Chapter 4
comes back to it directly, once the material on verifying whether a backup actually ran has actually been

covered.

WHAT THIS COURSE WON'T GIVE YOU

A walkthrough of any specific backup software's own interface — the tools organizations use differ widely, and none

of them substitute for the underlying judgment. What this course builds instead is the same thing ‘secsupport1” built
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for social engineering: transferable verification discipline that holds regardless of which specific tool sits in front of

you.

Hands-On Exercises

EXERCISE 1

Using this chapter's own reasoning, explain why a backup job reporting "success" and a backup being genuinely

restorable are described as two different claims, verified by two different means.

B View solution

EXERCISE 2

Using the comparison table, identify which shared assumption across the other seven Technical Support courses this

new course exists to question, and explain why it can't always be trusted.

B View solution

EXERCISE 3

Explain why the deleted-folder restore request is left deliberately unresolved in this chapter, and name the specific

chapter that returns to it.

B View solution

CHAPTER 1 QUICK REFERENCE

This course covers verification and communication for backups, not backup architecture design
Core claim: a backup job reporting success proves data was copied, not that it's restorable

Four areas ahead: backup types/3-2-1, verifying backups work, RTO/RPO and failure diagnosis, backup security and

honest communication
Core idea: a green checkmark proves a job finished, not that the data is usable — only a test restore proves that

Next: Chapter 2, backup types and what each one actually trades off
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CHAPTER 2 OF 10

Backup Types: Full, Incremental & Differential — What
Each One Actually Trades Off

Chapter 2 - Backup Types: Full, Incremental & Differential — What Each One Actually Trades Off

Understanding backup types here isn't about choosing one — that's an architecture decision that's usually
already made before a ticket ever reaches you. It's about understanding what's actually sitting in the backup
catalog, so that when a restore is requested, you know how many pieces it actually needs, roughly how long it

should take, and where a single broken piece could cause the whole thing to fail.

Full Backup Incremental Backup

A complete copy of everything, every time it runs. Only what changed since the last backup of any kind.
Restore: one backup set, nothing else needed. Restore: the full backup, plus every incremental since then, in

order.
Cost: largest storage footprint, longest backup window.

Cost: smallest, fastest individual job.

Differential Backup

Everything changed since the last full backup — cumulative,

not chained.
Restore: the full backup, plus only the most recent differential.

Cost: grows larger each day until the next full backup runs.

Worked Example: Restoring Thursday's Data

Say a full backup runs every Sunday, with a daily job Monday through Saturday. Here's what actually has to be

restored to recover Thursday's data under each scheme:

WHAT MONDAY-THURSDAY'S JOBS EACH
SCHEME CONTAIN WHAT'S NEEDED TO RESTORE THURSDAY

Incremental  Each day: only what changed since the Sunday's full + Monday's + Tuesday's + Wednesday's +
previous day's job Thursday's incrementals, applied in order
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WHAT MONDAY-THURSDAY'S JOBS EACH
CONTAIN

SCHEME WHAT'S NEEDED TO RESTORE THURSDAY

Differential Each day: everything changed since Sunday's full + only Thursday's differential

Sunday's full (cumulative)

The incremental scheme's daily jobs are individually smaller and faster — but restoring Thursday means
correctly applying five separate pieces in the right order. The differential scheme's daily jobs grow larger each

day — but restoring Thursday only ever needs two pieces, regardless of which day of the week it is.

AN INCREMENTAL CHAIN IS ONLY AS STRONG AS ITS WEAKEST LINK

If Tuesday's incremental is missing or corrupted, Wednesday's and Thursday's incrementals become useless too —
they only describe changes relative to the day before, so the chain breaks at exactly the point of the bad link, taking
everything after it down with it. A differential scheme doesn't have this problem: each day's differential stands on its

own, independent of every other day's. This is exactly the kind of restore failure Chapter 7 covers in depth.

Comparing the Tradeoffs Directly

FULL INCREMENTAL DIFFERENTIAL

Backup window Longest Shortest Middle, grows over the week

Storage used

Restore complexity

Single point of failure

Highest

Simplest — one set

Only the one backup

Lowest

Most complex — full chain, in

order

Any link in the whole chain

Middle, grows over the week

Simple — two sets, any day

Only the full backup or the one

risk itself differential used

Why This Matters on a Real Ticket

Knowing which scheme is in use tells you, before you even start, roughly how long a restore should take and
how many pieces need to come together correctly. An incremental-based restore spanning two weeks means
confirming every single day in that chain is present and intact — not just the day being restored to. A
differential-based restore only ever needs the last full backup and one more file, regardless of how long ago

the full backup ran.

Hands-On Exercises

EXERCISE 1
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Using the worked example, explain why restoring Thursday's data under the incremental scheme requires five separate

pieces, while the differential scheme only requires two.

B View solution

EXERCISE 2

Explain why a corrupted Tuesday incremental also breaks Wednesday's and Thursday's restores, even though those two

files themselves are perfectly intact.

B View solution

EXERCISE 3

Explain why this chapter frames understanding backup types as something a support technician needs for reasoning

about restores, rather than as an architecture decision the technician needs to make.

B View solution

CHAPTER 2 QUICK REFERENCE

Full: everything, every time — simplest restore, highest cost

Incremental: changes since the last job of any kind — smallest jobs, but restore needs the full chain in order
Differential: changes since the last full backup — restore only ever needs the full backup plus one differential
An incremental chain is only as strong as its weakest link; a differential scheme doesn't share that risk
Knowing the scheme in use tells you how many pieces a restore needs before you even start

Next: Chapter 3, the 3-2-1 rule and why a backup stored with what it protects doesn't count
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CHAPTER 3 OF 10
The 3-2-1 Rule, and Why a Backup Stored With What It

Protects Doesn't Count

Chapter 3 - The 3-2-1 Rule, and Why a Backup Stored With What It Protects Doesn't Count

Chapter 2 covered what's actually inside a backup. This chapter covers where it needs to physically and
logically live to be useful in a real disaster — because a huge number of "backups" that technically exist don't

actually protect against the specific disasters that matter most, purely because of where they're stored.

The Rule, and What Each Number Actually Protects Against

3 copies 2 media types

The original plus two backups. Not all copies on the same kind of storage.

Protects against: any single copy failing or becoming Protects against: a failure mode specific to one media type or
corrupted — redundancy in numbers. format — a bad drive batch, a firmware bug, a software issue

affecting one backup format.

1 offsite

At least one copy physically or logically separate from the

original.

Protects against: whole-site disasters — fire, flood, theft, and
(increasingly, the most common reason this matters)

ransomware spreading across a local network.

The Central Idea of This Chapter

A backup stored right next to what it protects only guards against one specific kind of disaster: accidentally
deleting or corrupting the original while the copy stays untouched. It does nothing against a disaster that
reaches both at once — the server itself failing, the building it's in burning down, or ransomware that spreads
across the local network and encrypts or deletes everything it can reach, including a backup drive plugged

into the very machine it was supposed to protect.
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RANSOMWARE MAKES THIS THE WHOLE POINT, NOT A THEORETICAL EDGE CASE

Modern ransomware often specifically seeks out and encrypts or deletes connected and network-accessible backups
before finishing its attack, precisely because a working backup is what would let an organization refuse to pay a
ransom. A backup that ransomware can reach the same way it reached the original data isn't a real safety net —

Chapter 8 covers this specific threat, and the defenses against it, in depth.

Does This Actually Count as "Offsite"?

BACKUP LOCATION COUNTS AS OFFSITE?

An external drive plugged into the same server No — reachable by anything that reaches the server, including

ransomware

A NAS device in the same server room No — a single fire, flood, or theft takes out both at once

A different room in the same building Usually no — most building-wide disasters still reach both

A separate building in the same city Partially — protects against a single-building disaster, not a citywide one

Cloud storage or a genuinely distant physical Yes — isolated from local, network-wide, and single-site disasters alike

location

Worked Example: The Backup That Burned Down With the Server Room

An organization's "backup strategy" turns out to be a nightly copy to a NAS device sitting in the same server
room as the primary server. On paper, backups have run successfully every night for years. When an electrical
fire damages the server room, the NAS goes with it — years of "successful" backups, and the data they
protected, are gone in the same event. Proper 3-2-1 would have kept at least one of those copies somewhere

the fire could never reach, regardless of how reliably the nightly job itself had been running.

WHY THIS CONNECTS DIRECTLY TO CHAPTER 1'S OWN CENTRAL CLAIM

Every one of those nightly backup jobs could report "success" for years, exactly matching Chapter 1's warning that a
success status only confirms a copy was made — it says nothing about whether that copy sits somewhere actually safe

from the disaster that eventually happens.

Hands-On Exercises

EXERCISE 1

Explain specifically what disaster each of the three numbers in "3-2-1" protects against, and why a backup satisfying

only two of the three still leaves a real gap.
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B View solution

EXERCISE 2

Explain why an external drive plugged into the same server it backs up is described as providing no real protection
against ransomware specifically.

B View solution

EXERCISE 3

Explain why the NAS-in-the-server-room worked example is described as connecting directly to Chapter 1's own

central claim, even though nothing about the backup job itself ever failed.

B View solution

CHAPTER 3 QUICK REFERENCE

e 3 copies — protects against a single copy failing
2 media types — protects against a failure specific to one storage type or format
1 offsite — protects against whole-site disasters, including ransomware spreading across a local network
A backup stored with what it protects only guards against accidental deletion — nothing that takes out both at once
Same building, same room, or a drive plugged into the same machine — none of these count as genuinely offsite

Next: Chapter 4, verifying a backup actually ran — and resolving Chapter 1's own deleted-folder ticket
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CHAPTER 4 OF 10

Verifying a Backup Actually Ran: Reading Job Logs

Without Assuming Silence Means Success

Chapter 4 - Verifying a Backup Actually Ran: Reading Job Logs Without Assuming Silence Means Success

Chapter 1 left a ticket open: a user wants a deleted folder restored "from last night's backup." Before touching
anything else, this chapter covers the one step that has to happen first — actually confirming that backup
exists, ran when it was supposed to, and completed successfully. Skipping this step and simply assuming last

night's backup is fine is exactly the gap Chapter 1 warned about.

Silence Is Not Proof of Success

The most dangerous assumption in backup verification is "no one complained, so it must be working." Many
of the worst backup failures are completely silent: a scheduled job that stopped triggering weeks ago
produces no error at all, because it simply never runs — not because it fails loudly and gets noticed. An

absence of complaints is exactly what an unnoticed failure looks like from the outside, right up until someone
actually needs the backup.

This is the same "evidence over guesswork" discipline log1" built this whole subject around — verify by

actually reading the record, not by assuming the record must say what you expect.

What to Actually Check

* The job's own log for the specific date needed — not "it's generally been fine," the actual completion

status for the exact night in question

* The timestamp of the most recent successful run — compared against the schedule it's supposed to
follow, not just "recently"

* A basic size sanity check — a backup that "completed" but is a fraction of the expected size is a red flag

for a job that started failing partway through

* Whether failure notifications are actually configured and reaching someone — a common, easily

overlooked gap
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-- What the job log actually shows, once checked --
Job: nightly_ fileserver_backup

Last logged run: 21 days ago

Status of last run: FAILED — destination unreachable
Scheduled: daily at ©01:00

Next expected entry: none since failure — job stopped retriggering

Common Silent-Failure Causes

An expired or revoked credential the backup job authenticates with

A full destination disk that silently truncates writes instead of erroring clearly

A changed file path or drive letter that's quietly no longer included in the backup scope
A scheduled task silently disabled or broken after an OS or software update

An expired license or subscription for the backup software itself

Resolving Chapter 1's Ticket

Checking the fileserver backup job's own log for the specific night in question turns up exactly the code block
above: the job hasn't actually completed successfully in three weeks. Failure notifications were configured and
had been firing the entire time — but to an email inbox that was decommissioned during a recent email
system migration, so every failure alert had been silently accumulating, unread, in a mailbox nobody was

checking.

THIS IS NOW A BIGGER PROBLEM THAN THE ORIGINAL TICKET

The request was for one deleted folder. The actual situation is three weeks of unprotected data, discovered only
because this one ticket prompted an actual check. What can genuinely be restored, and what to honestly tell the user

about it, is Chapter 9's own territory — this chapter's job was simply to find out what's actually true.

CHECK THE ALERTING ITSELF, NOT JUST WHAT IT REPORTS

An alert configured to go somewhere nobody monitors is functionally identical to having no alert at all. Periodically
confirming that failure notifications actually reach a real, watched inbox is its own separate check — don't wait for a

ticket like this one to discover they've been going nowhere.

Hands-On Exercises

EXERCISE 1

Explain why "no one complained" is described as exactly what a silent backup failure looks like, rather than as

reassuring evidence.
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B View solution

EXERCISE 2

Explain why the failure notifications being technically "configured and firing" didn't actually protect this organization,
and what specifically closed that gap.

B View solution

EXERCISE 3

Explain why checking the job log for the specific date needed matters more than confirming the backup has "generally

been working."

B View solution

CHAPTER 4 QUICK REFERENCE

Silence from a backup job is not proof of success — it's often what an unnoticed failure looks like
Always check the log for the specific date needed, not a general impression that things "usually work"

Silent-failure causes: expired credentials, a full destination disk, a changed file path, a disabled scheduled task, an

expired license
An alert nobody actually receives is equivalent to no alert at all — check the alerting itself periodically
Chapter 1's ticket resolved: the backup had silently failed for three weeks, with alerts going to a decommissioned inbox

Next: Chapter 5, why only a real test restore actually proves a backup works

Backup & Disaster Recovery Basics - Page 14 of 34



file:///C:/lessons/solutions/exercises/backup1-4_challenge1.txt
file:///C:/lessons/solutions/exercises/backup1-4_challenge2.txt
file:///C:/lessons/solutions/exercises/backup1-4_challenge3.txt

09/08/2026, 03:46 Backup & Disaster Recovery Basics — Complete Course

CHAPTER 5 OF 10

Test Restores: The Only Real Proof a Backup Works

Chapter 5 - Test Restores: The Only Real Proof a Backup Works

Chapter 4 covered confirming a backup job actually ran and completed. Even a backup that passes every
check so far — completed successfully, uncorrupted, stored genuinely offsite per Chapter 3 — still hasn't been

proven to actually work. This chapter covers the one practice that closes that final gap, and it's the single most
important habit in this entire course: the test restore.

Why a "Successful" Backup Can Still Fail to Restore

Application-consistency issues — a database backed up mid-transaction, or files locked and quietly

skipped during the copy, producing a technically complete but internally inconsistent result

Missing dependencies — files backed up without the configuration, environment, or licensing data

needed to actually bring the application they belong to back online

Format or version incompatibility — by the time a restore is actually needed, the software that would

read the backup's own format has moved on and can no longer open it

Permission and ownership metadata not preserved correctly — files restore, but nothing can actually

access them without further manual repair

None of these show up in a completion status or a file-size check — they only show up when someone
actually tries to bring the data back to a working state.

What a Real Test Restore Actually Verifies

A genuine test restore means periodically restoring from a backup, on a real but isolated non-production
environment, and confirming two separate things: that the restore completes without error, and that the
resulting data or application is genuinely usable — not just "the files exist," but "the thing actually works."
Only the second half of that actually proves anything; a restore that completes but produces something

unusable has failed the test just as thoroughly as one that errors out.

How Often, and How Much
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Critical systems deserve a test restore on a defined, regular schedule — monthly or quarterly, depending on
how much change the underlying data and software see. Less critical systems can go longer between tests,
but the interval should be an explicit decision, not "whenever someone remembers." For very large backup
sets, testing everything in full may genuinely be impractical — a representative sample, tested consistently,

beats no testing at all by a wide margin. Don't let "we can't test everything" become a reason to test nothing.

Documenting Results

Each test restore should record the date, what was restored, whether it succeeded, and how long it actually
took. That last figure matters well beyond this chapter — it's the only honest source for a real recovery-time
estimate, which Chapter 6 covers directly. A guessed number is not the same thing as a number measured

during an actual drill.

WORKED EXAMPLE: THE MISSING CONFIGURATION FILE

An organization runs its first-ever real test restore after a year of "successfully completing” nightly database backups.
The database restores — but won't start, because a configuration file the application depends on was never included
in the backup scope. A full year of green checkmarks never caught this; the very first genuine attempt to bring the

database back online did, in minutes.

A TEST RESTORE FROM YEARS AGO IS STALE EVIDENCE

Software gets upgraded, data structures change, and backup configurations get modified over time — a test that
succeeded two years ago says nothing reliable about whether the current backup, running against the current

software, would succeed today. "We tested this once" is not the same claim as "this currently works."

Hands-On Exercises

EXERCISE 1

Using the missing-configuration-file example, explain why a full year of successful completion statuses never revealed

the problem, and what specifically did.

B View solution

EXERCISE 2

Explain why a test restore that completes without error but produces an unusable result is described as having "failed

the test just as thoroughly" as one that errors out.

B View solution
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EXERCISE 3

Explain why a test restore performed once, long ago, doesn't prove that a current backup would restore successfully
today.

B View solution

CHAPTER 5 QUICK REFERENCE

Only a real test restore proves a backup works — completion status and file size checks can't catch consistency,

dependency, or compatibility failures

A test restore must verify usability, not just error-free completion

Set an explicit testing cadence for critical systems — sample large backup sets rather than skipping testing entirely
Document each test's date, scope, result, and duration — the duration feeds directly into Chapter 6's RTO material
A test restore from long ago is stale evidence, not current proof

Next: Chapter 6, RTO and RPO in plain terms
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CHAPTER 6 OF 10

RTO & RPO in Plain Terms: Setting Recovery

Expectations Before You Need Them

Chapter 6 - RTO & RPO in Plain Terms: Setting Recovery Expectations Before You Need Them

Chapter 5 established that a real, measured test-restore duration is the only honest source for a recovery-time
figure. This chapter turns that into two concrete terms every support technician working near backups needs
to be fluent in — and why the numbers behind them need to be settled long before an actual disaster, not

improvised in the middle of one.

Two Genuinely Different Questions

RPO — Recovery Point Objective

How much data loss is acceptable, measured in time.

Directly tied to how often backups run — a nightly backup
means an RPO of up to 24 hours: if disaster strikes right before
the next backup, everything since the last one is gone for

good.

Why These Aren't the Same Question

RTO — Recovery Time Objective

How long the system can be down before it's back and usable.

Directly tied to how long an actual restore takes — the exact
figure Chapter 5's own test-restore practice is meant to

measure honestly, not guess.

RPO is about data — how much of it can be lost. RTO is about time — how long the system can be

unavailable. A system can have an excellent RPO (frequent backups, very little data at risk) paired with a

terrible RTO (the restore itself takes days to complete), or the reverse — a system that restores quickly but

only from a backup taken a full day ago. Confusing the two, or assuming a good number on one automaticall

means a good number on the other, is one of the most common mistakes in this whole subject.

Why These Have to Be Set Before a Disaster, Not During One

"How much are we going to lose" and "how long will this take" become emotionally loaded, high-pressure

questions the moment they're asked in the middle of a real incident. Agreeing on acceptable numbers in

advance — ideally by the actual business stakeholders, not invented by support staff on the spot — means a
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technician can give a calm, honest, pre-agreed answer during a real event instead of an improvised guess

under pressure. This connects directly to ‘incident1™'s own communication material and to Chapter 9's own

territory later in this course.

Desired vs. Achievable

A common mistake is assuming an RTO or RPO based on what an organization wants — "we want zero data
loss and instant recovery” — rather than what its actual backup infrastructure can honestly deliver. Surfacing

that gap honestly, rather than pretending it doesn't exist, is part of the job.

WORKED EXAMPLE: THE ASSUMPTION NOBODY HAD ACTUALLY TESTED

Business stakeholders had always assumed, loosely, "we back up every night, so we can never lose more than a few
hours" — quietly conflating backup frequency with both RPO and RTO at once. When actually asked directly and
measured per Chapter 5's own test-restore practice, the real recovery time for the database server turned out to be 18
hours, not a few — a fact nobody had confronted until someone finally asked the question plainly. The RPO
assumption (nightly backups, up to 24 hours of data at risk) was reasonably close to correct; the RTO assumption was

not close at all.

ASK THEM AS TWO SEPARATE QUESTIONS, ALWAYS

"How much data could we lose?" and "how long would we be down?" should never be collapsed into one vague sense
of "we're covered." Ask both, get a real answer for both, and treat a confident answer to one as telling you nothing

about the other.

Hands-On Exercises

EXERCISE 1

Explain, in your own words, the specific difference between what RPO measures and what RTO measures, and give an
example of a system that could have a good RPO and a bad RTO at the same time.

B View solution

EXERCISE 2

Explain why agreeing on RTO and RPO numbers before a disaster is described as better than deciding them during one,

even if the numbers themselves might end up being identical either way.

B View solution
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EXERCISE 3

Using the worked example, explain why the stakeholders' RPO assumption turned out to be roughly accurate while

their RTO assumption was badly wrong, even though both came from the same underlying belief about nightly

backups.

B View solution

CHAPTER 6 QUICK REFERENCE

RPO: how much data loss is acceptable, in time — tied to backup frequency

RTO: how long downtime can last — tied to actual, measured restore duration

These are two separate questions — a good number on one says nothing about the other

Agree on both numbers before a disaster, with real business stakeholders, not improvised mid-incident

Watch for a gap between what an organization wants and what its infrastructure can actually deliver — surface it

honestly

Next: Chapter 7, common restore failures and why they happen
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Common Restore Failures and Why They Happen

Chapter 7 - Common Restore Failures and Why They Happen

Chapter 5 covered testing restores proactively, before they're urgently needed. This chapter covers what to do

when an actual restore attempt — a routine test, or a real emergency — fails, and specifically why. Most

restore failures fall into a fairly small number of recognizable patterns, and most of them point somewhere
other than "the backup itself is bad."

Six Common Failure Patterns

FAILURE

Broken incremental chain

Insufficient destination space

Permission/ownership

mismatch

Format/version

incompatibility

Lost or inaccessible

encryption key

Network interruption

(offsite/cloud restores)

DIAGNOSTIC SIGNAL

Error referencing a specific missing or

corrupted date/file in the sequence

Restore starts, progresses partway,
then stops — rather than failing

immediately

"Restore succeeded" but the
application still can't read or write the

restored files

An "unsupported version" or

unrecognized-format error

The restore tool can read the file but

can't decrypt it

The transfer stops or errors partway,

inconsistently across attempts

WHAT IT USUALLY MEANS

Per Chapter 2, one bad link breaks every day after

it — not necessarily the whole backup set

The destination ran out of room, not that the

backup itself is damaged

The restoring account's permissions don't match

what's needed — easy to mistake for corruption

The restore tool has moved on since the backup
was created — Chapter 5's own risk, now actually

encountered

A key management problem, not a backup

integrity problem — Chapter 8 covers this directly

Often just a connection issue — worth a
straightforward retry before assuming anything

worse

Distinguishing "Starts Then Fails” From "Fails Immediately”

A restore that fails the moment it begins usually points at something fundamental — an unreadable file, an

incompatible format, a missing decryption key. A restore that starts working and then stops partway through
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more often points at something about the environment running out mid-process — disk space, network

bandwidth, or a permission check that only trips on a specific later file. Where in the process a restore fails is

itself useful diagnostic information, not just an inconvenience.

DON'T ASSUME THE BACKUP ITSELF IS BAD ON THE FIRST FAILURE

Of the six patterns above, only two — a broken chain and a genuinely corrupted file — are actually about the
backup's own data. The other four are all about the restore environment: available space, permissions, tool
compatibility, key access, or network conditions. Check the environment first; concluding "the backup is unusable" too

early can mean discarding a perfectly good backup over a fixable local problem.

Hands-On Exercises

EXERCISE 1

Explain why a restore that fails partway through is more likely to point at a destination-space problem than one that

fails immediately, using this chapter's own reasoning.

B View solution

EXERCISE 2

Explain why a permission/ownership mismatch is described as "easy to mistake for corruption," and what specifically

distinguishes the two.

B View solution

EXERCISE 3

Explain why this chapter says only two of the six listed failure patterns are actually about the backup's own data, and

why that distinction matters for how a technician should respond to a failed restore.

B View solution

CHAPTER 7 QUICK REFERENCE
Six common failures: broken incremental chain, insufficient destination space, permission mismatch, format
incompatibility, lost encryption key, network interruption
Where in the process a restore fails (immediately vs. partway) is itself useful diagnostic information
Only two of the six patterns are genuinely about the backup's own data — the rest are about the restore environment

Check the environment before concluding a backup is unusable
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¢ Next: Chapter 8, backups as a target too — encryption, access control, and ransomware-aware retention
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CHAPTER 8 OF 10

Backups Are a Target Too: Encryption, Access Control &

Ransomware-Aware Retention

Chapter 8 - Backups Are a Target Too: Encryption, Access Control & Ransomware-Aware Retention

Chapter 3 flagged ransomware as the modern reason "1 offsite" matters. Chapter 7 flagged a lost encryption
key as a real restore failure. This chapter ties both together: a backup isn't just a recovery tool sitting quietly in
the background — it's a complete copy of everything sensitive an organization has, and it needs to be

protected as seriously as the production systems it exists to save.

Why Backups Are an Attractive Target

A backup often contains a full copy of every sensitive record an organization holds, frequently with less day-
to-day scrutiny than the production systems it was copied from — a backup server is sometimes treated as
"just storage," monitored and access-controlled less carefully than the systems everyone already watches
closely. This is the same reasoning ‘secsupport1” applied to a support workstation being a pivot point —
broad reach, sitting behind comparatively weak protection.

Encryption: At Rest and In Transit

An unencrypted backup is a second complete copy of every sensitive record, potentially sitting with weaker
protection than the original ever had. Backups need encryption both at rest (while stored) and in transit (while
being copied offsite or to the cloud) — a backup traveling across a network unencrypted is exposed exactly

the same way any other unencrypted transfer would be.

Key Management, Done Separately From the Data

Chapter 7 covered what happens when a decryption key is lost or inaccessible — a genuine restore failure,
distinct from any problem with the backup's own data. The underlying discipline that prevents this is the same
one Chapter 3 already established for the backup itself: a key stored alongside the data it protects doesn't
provide real protection, since anything that reaches the backup also reaches the key sitting right next to it.
Keys need their own separate, secured storage — accessible when genuinely needed, but never bundled with

the data they unlock.
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Access Control: Least Exposure Applied to Backup Systems

Not everyone who has legitimate access to production data should automatically have access to the backup
systems that store copies of it, and the reverse holds too. This is 'secsupport1™s own least-exposure principle,
applied specifically to backup infrastructure: access to restore, and especially access to delete, backups should
be limited to the people who genuinely need it — not granted broadly just because an account already has

administrative rights elsewhere.

Immutable Backups: The Direct Ransomware Defense

An immutable backup can't be modified or deleted by anyone — including an account with otherwise-full
administrative rights — until a defined retention period actually expires. This directly defeats the specific
ransomware behavior Chapter 3 already flagged: ransomware that seeks out and destroys accessible backups
can't touch a copy that's locked against deletion, even if it manages to compromise an account that would

normally have permission to delete it.

WORKED EXAMPLE: THE BACKUP THAT SURVIVED BECAUSE IT COULDN'T BE DELETED

A ransomware attack compromises an organization's admin credentials and specifically targets its own backup NAS
first, deleting weeks of backups before encrypting production data — exactly the pattern Chapter 3 warned about.
One copy survives: an immutable offsite backup that the retention lock prevented from being deleted, even using the
very admin credentials the attacker had already compromised. That one surviving copy is what makes real recovery

possible at all.

Retention: Neither Extreme Is Right

Keeping backups for too short a window limits how far back a recovery can reach — directly relevant when a
problem isn't noticed immediately, exactly as Chapter 4's own three-week silent failure demonstrated, or when
corruption or a slow-burning compromise isn't discovered until well after it began. Keeping backups
indefinitely raises storage cost and creates more copies of sensitive data sitting around, each one its own
potential exposure. A deliberate, defined retention window balances both concerns, rather than defaulting to

either extreme.

DON'T GRANT DELETION RIGHTS ROUTINELY, EVEN TO TRUSTED ADMIN ACCOUNTS
The worked example above only ended well because the deletion permission itself was restricted by an immutability
lock, not merely by trusting that whoever held admin credentials wouldn't misuse them. An attacker who
compromises a trusted account inherits every permission that account has — routine backup-deletion rights on a
broadly-held admin account are exactly the kind of unnecessary exposure ‘secsupport1™s own least-privilege material

warned against.
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Hands-On Exercises

EXERCISE 1

Explain why storing an encryption key alongside the backup it protects is described as the same underlying mistake

Chapter 3 already identified for backups themselves.

B View solution

EXERCISE 2

Using the worked example, explain specifically why an immutable backup survived an attack in which the attacker had

already compromised admin credentials that would normally be able to delete it.

B View solution

EXERCISE 3

Explain why this chapter says neither a very short nor a very long retention window is correct, connecting the short-

window risk back to a specific earlier chapter in this course.

B View solution

CHAPTER 8 QUICK REFERENCE

Backups are a target too — often more sensitive data with less scrutiny than production systems
Encrypt at rest and in transit; store the decryption key separately from the data it protects
Apply least-exposure access control to backup systems — especially deletion rights

Immutable/offline backups defeat ransomware that specifically targets accessible backups, even via a compromised

admin account

Set a deliberate retention window — too short limits how far back recovery can reach, too long increases exposure

Next: Chapter 9, communicating honestly during a data-loss incident
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CHAPTER 9 OF 10

Communicating Honestly During a Data-Loss Incident

Chapter 9 - Communicating Honestly During a Data-Loss Incident

Chapter 4 left a bigger problem than the ticket that started it: a user asking for one deleted folder back, and a
technician discovering three weeks of unprotected data along the way. This chapter covers what to actually
say — applying ‘incident1™'s own communication material to the one thing that makes data loss uniquely hard
to communicate about: finality.

Why Data Loss Communication Is Uniquely Hard

"The service will be back in an hour" is bounded and recoverable — uncomfortable, but temporary. "This
specific data cannot be recovered” carries a permanence other incident types don't share. ‘incident1™s own
material on cadence and audience still applies directly here, but data loss demands extra care specifically

because of that finality — there's no later update that undoes a wrong answer given too early.

Communicate in Stages, Not All at Once

Don't guess at what's recoverable before you actually know. The same live-timeline discipline “incident1’
teaches applies here: an early update stating what's known so far and that investigation is ongoing, followed
by a concrete update once the actual scope — what's recoverable, what isn't, and from when — is genuinely

understood. A confident answer given before the facts are in is worse than a delayed but accurate one.

Say It Plainly When Something Is Actually Gone

The hardest message in this whole course is telling someone that specific data cannot be recovered. Vague,
softened language ("we're looking into recovery options," "it may still be possible") that leaves someone
believing recovery is still likely when it genuinely isn't is worse than a direct, honest statement — it just delays

the same bad news and adds a second disappointment on top of the first.

Real Numbers, Not Reassuring Guesses
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If a pre-agreed RTO exists from Chapter 6, use it. If the actual recovery timeline is genuinely uncertain, say that

plainly rather than inventing a falsely specific number just to sound more in control. A wrong, overly precise

estimate does more damage to trust than an honest "we don't know exactly yet, here's when we'll have a

better answer."

SITUATION VAGUE

Data beyond the backup's "We're exploring every

own reach recovery option”

An uncertain recovery “Should be back shortly"

timeline

A root-cause process failure Silence about why it

happened

Resolving Chapter 4's Ticket

HONEST

"This specific data cannot be recovered — here's exactly what's

affected"”

"We don't have a confirmed timeline yet — next update by

[specific time]

A direct acknowledgment that the backup process itself failed,
and that it's being fixed

The user's original request was one deleted folder. The honest answer, once the investigation was complete:

the most recent usable backup is now three weeks old, so anything created or changed in that folder within

the last three weeks is very likely gone for good — only the older portion of the folder can genuinely be

restored. This is escalated through “incident1™'s own process as a separate finding: the silent job failure and

the dead alert inbox are a process failure that needs fixing, not a detail to quietly omit while explaining the

data loss itself.

DON'T PROMISE "THIS WON'T HAPPEN AGAIN" BEFORE YOU ACTUALLY KNOW IT WON'T

Acknowledging that something failed is not the same as guaranteeing a specific fix has already been implemented.

Separate the two: it's honest to say the failure has been identified and is being addressed; it's not honest to promise a

remediation as complete before it actually is.

Hands-On Exercises

EXERCISE 1

Explain why this chapter says data loss demands extra communication care compared to a typical service-outage

incident, even though ‘incident1™'s own principles still apply to both.

B View solution

EXERCISE 2
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Explain why vague, hopeful language about a permanent data loss is described as worse than a direct statement, rather

than as simply a kinder way to deliver the same news.

B View solution

EXERCISE 3

Explain why the resolution of Chapter 4's ticket escalates the root cause as a separate finding, rather than folding it

quietly into the explanation of what data was lost.

B View solution

CHAPTER 9 QUICK REFERENCE

Data loss carries a finality other incidents don't — apply ‘incident1™'s own communication principles, with extra care
Communicate in stages: what's known now, followed by a concrete update once the real scope is understood

State permanent loss plainly — vague, hopeful language just delays the same bad news

Use real RTO/RPO numbers (Chapter 6) or an honest "we don't know yet," never a falsely precise guess

Chapter 4's ticket resolved: three weeks of the folder's own recent changes are gone; the root cause is escalated

separately, not glossed over
Never promise a fix is complete before it actually is

Next: Chapter 10, the capstone — three data-loss tickets, start to finish
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CHAPTER 10 OF 10

Capstone: Three Data-Loss Tickets, Start to Finish

Chapter 10 - Capstone — Three Data-Loss Tickets, Start to Finish

Nine chapters built the toolkit — backup types, the 3-2-1 rule, verifying jobs actually ran, proving a restore
genuinely works, RTO/RPO, diagnosing failures, backup security, and honest communication. This capstone
runs three fresh tickets through that toolkit end to end, matching the three-scenario shape most of this

subject's own courses use.

Ticket 1: A Ransomware Attack, Survived by One Copy

Overnight, ransomware compromises administrative credentials, encrypts production servers, and deletes every

backup its access reaches.

WHAT WAS LOST, AND WHAT WASN'T (CHAPTERS 3 AND 8)

Every connected and network-accessible backup is gone, exactly the pattern Chapter 3 warned about.
One copy survives: an immutable offsite backup, protected by a retention lock the compromised admin

credentials couldn't override — Chapter 8's own defense working exactly as intended.

VERIFYING BEFORE TRUSTING IT (CHAPTER 5)

Rather than assuming the surviving copy is automatically good, the team applies the same discipline
Chapter 5 built for routine testing — actually restoring it to a real, isolated environment and confirming

the result is genuinely usable, not just present.

A SNAG, DIAGNOSED CORRECTLY (CHAPTER 7)

The restore stalls with an unrecognized-format error. Rather than concluding the surviving backup is also
bad, the team recognizes this specific signal from Chapter 7's own catalog — the backup software has
been upgraded since this copy was created — and completes the restore using a compatible tool

version.
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COMMUNICATING THE REAL TIMELINE (CHAPTERS 6 AND 9)

Leadership is given the organization's own pre-agreed RTO, not an optimistic guess, along with a direct
acknowledgment that the connected backups were lost and why the offsite copy alone made recovery

possible at all.

Ticket 2: A Problem Found Before It Became a Disaster

A routine, scheduled test restore — the discipline Chapter 5 built specifically for this — turns up a real problem,

with no actual emergency driving it.

THE FINDING (CHAPTERS 2 AND 5)

Restoring a mid-week point in the incremental chain fails partway through. Per Chapter 2's own weakest-
link warning, one corrupted incremental has broken every day after it in the chain — found only because

the test restore was actually attempted, not assumed to be fine.

CONFIRMING IT WASN'T A TOTAL SURPRISE (CHAPTER 4)

Checking the job's own logs per Chapter 4 reveals a warning had actually been logged the night the
corruption occurred — present in the record the whole time, simply never reviewed until this test restore

prompted someone to look.

THE PAYOFF

Because this was caught during a scheduled test rather than during a real emergency, there's time to fix
the underlying job and rerun a clean backup — exactly the outcome Chapter 5's own testing cadence

exists to make possible.

Ticket 3: A Genuinely Honest "No"

A user requests recovery of a file that turns out to have lived only on a personal laptop, in a location the

organization's backup policy never covered.

CONFIRMING THE GAP (CHAPTER 1)

Backup & Disaster Recovery Basics - Page 31 of 34




09/08/2026, 03:46 Backup & Disaster Recovery Basics — Complete Course

Unlike Chapter 4's own ticket — where a real backup existed but had silently failed — this is a different
case entirely: nothing was ever backed up here in the first place. There's no chain to check and no job log

to read, because this location was simply never in scope.

SETTING THE RECORD STRAIGHT (CHAPTER 6)

The gap is a clear illustration of the difference between an assumed and an actual RPO — the user
believed "everything is backed up," a belief the organization's own actual policy never supported for
personal devices.

THE HARDEST CONVERSATION (CHAPTER 9)

The user is told plainly and directly that this specific file cannot be recovered — no vague language
about "exploring options" that were never real, per Chapter 9's own reasoning about why a direct answer

is more respectful than a delayed one.

Chapter Attribution

SOURCE
CHAPTER

TECHNIQUE USED ABOVE

“Backup exists" # “recoverable" as the core distinguishing question (Ticket 3) Chapter 1
The weakest-link incremental chain failure (Ticket 2) Chapter 2
Ransomware targeting accessible backups specifically (Ticket 1) Chapter 3
Reading job logs to confirm a warning had already been recorded (Ticket 2) Chapter 4

Verifying a surviving backup actually restores before trusting it (Ticket 1); routine test-restore discipline Chapter 5

catching a real problem early (Ticket 2)

A pre-agreed real RTO for leadership (Ticket 1); the assumed-vs-actual RPO gap (Ticket 3) Chapter 6
Diagnosing a format-incompatibility restore failure correctly (Ticket 1) Chapter 7
An immutable, retention-locked offsite copy surviving compromised credentials (Ticket 1) Chapter 8

Honest leadership communication (Ticket 1); a direct, respectful "no" (Ticket 3) Chapter 9

Honest Scope Note
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WHAT THIS COURSE DELIBERATELY DOESN'T COVER

¢ No specific backup-vendor product tutorials — tools differ widely, this course teaches transferable verification

discipline instead
No legal or regulatory data-retention requirements — jurisdiction- and industry-specific, out of scope here

No disaster-recovery-site or failover infrastructure design — a genuinely separate discipline from backup and

restore itself
No budget or cost analysis for backup infrastructure — a business decision, not a support-verification one

No substitute for an organization's own actual disaster-recovery runbook — this course builds the judgment to

use one well, not the runbook itself

Hands-On Exercises

EXERCISE 1

Explain why the surviving immutable backup in Ticket 1 was still verified via a test restore before being trusted, rather
than being used immediately just because it had survived the attack.

B View solution

EXERCISE 2

Explain what specifically made Ticket 2 a genuine success story rather than just another failure, given that a real

corrupted backup was involved either way.

B View solution

EXERCISE 3

Explain why Ticket 3 is described as a "different case entirely” from Chapter 4's own ticket, even though both end with

the user losing some of their data.

B View solution

CHAPTER 10 QUICK REFERENCE — COURSE COMPLETE

e Ticket 1: a ransomware attack survived only through an immutable offsite copy, verified rather than trusted blindly,

restored despite a format snag, communicated honestly

o Ticket 2: a scheduled test restore catching a broken incremental chain before it ever became a real emergency
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Ticket 3: a genuinely honest "no" for data that was never actually in the backup's scope at all

The recurring theme across all ten chapters: "we have backups” and "we can recover" are two different claims, and

only testing proves the second one

This closes Backup & Disaster Recovery Basics, 10/10 chapters — the eighth complete course under the Technical
Support subject
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